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IEEE 802.22 WRAN Standard 
Key features 

•  WRAN: Wireless Regional Area Network 
–  Aimed at bringing broadband access to hard-to-reach, low population 

density areas, typical of rural environments and developing countries 
•  Operate in vacant channels in TV broadcast bands to take 

advantage of better signal propagation at lower frequencies  
•  Operate as license-exempt equipment although the base 

station (BS) and possibly the customer premise equipment 
(CPE) have to be professionally installed 

•  Point-to-multipoint network topology 
–  Base station connected to the Internet through a backhaul 
–  Base station provides service to up to 512 CPEs (fixed or portable) 

and controls all their RF characteristics (“master-slave”) 
•  Use cognitive radio capabilities to avoid interference to 

broadcast incumbents and other WRAN systems 
–  Access to databases 
–  RF sensing 
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Characteristics of 
802.22 WRAN: 

30 km 
23 km 

16 km 

QPSK 

16-QAM 
64-QAM 

Max throughput per 6 MHz: 
DS: 7.8 Mbit/s (net: 3.89 Mbit/s) 
US: 768 kbit/s (net: 384 kbit/s) 

Max throughput per 6 MHz: 
23 Mbit/s (net: 19.44 Mbit/s) 

Minimum service availability: 
location= 50% 
time= 99.9% 

Base station power: 100 W 
Antenna height: 75 m 

User terminal (CPE) power: 4 W 
antenna height: 10 m 

USA:    ≤ 4 W max EIRP 
Height ≤  30 m (106 m HAAT) 

Canada:   ≤ 500 W max EIRP 
Height ≤ 500 m HAAT (4 W) 
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Typical CPE installation 
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802.22 database interface model 
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To comply with the FCC R&O 08-260, the IEEE 802.22  interface to the 
database will take place entirely between the database service and the BS 
rather than with its individual CPEs (BS has to find the channel that is common 
to all its CPEs rather than the CPEs doing it individually (MO&O 10-174: 15.711(e)). 
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802.22 database interface procedure 

•  The BS will initially enlist with the database service as a 
fixed device. It will also enlist all its associated CPEs with 
their geographic location, device identification, etc., as 
obtained at association on a real time basis. 

•  On an ongoing basis, the BS will then query the database 
(at least once every 24 hours) using the M-DB-
AVAILABLE-CHANNEL-REQUEST message so that it 
can retrieve the channel availability information. 

•  The database service could also send any update relevant 
to the BS operation through ‘push’ internet technology 
since the network address of the base station is provided as 
part of the messages (this will allow better reaction time than 
the 24 hours minimum access time while keeping the database 
traffic to a minimum). 
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Security of the database interface 

•  SSL will be supported on the link between the database 
service and the BS to provide transport layer security: 
–  to allow authentication of the database service provider as well as 

the WRAN system querying the service 
–  to avoid the message exchange being altered on the backhaul 

connection 
•  protocols used for device and database service 

authentication and for interacting with the database: 
  EAP-TLS or EAP-TTLS 

•  database service primitives are exchanged between the 
CPE/BS and the database service via Attribute Value Pairs 
of EAP messaging 

•  formatting of these messages should conform to the 
authentication service that the database service employs: 
(e.g., RADIUS/RFC 2865 or DIAMETER/RFC 3588).  
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Database service primitives 

1.  M-DB-AVAILABLE-REQUEST: Message that allows the BS to 
verify that it is connected to the database service in order to receive 
channel availability and maximum allowed EIRP updates. 

2.  M-DB-AVAILABLE-CONFIRM: Message that allows the database 
service to confirm that the BS is connected to the database service. 

3.  M-DEVICE-ENLISTMENT-REQUEST: Message that allows the 
BS to enlist with the database service a device that has joined its 
WRAN network. 

4.  M-DEVICE-ENLISTMENT-CONFIRM: Message that allows the 
database service to confirm to the BS that the new device has been 
successfully registered.   
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Database service primitives 

5.  M-DB-AVAILABLE-CHANNEL-REQUEST: Message by which 
the BS requests a list of available channels and maximum allowed 
EIRP per channel from the database service for the specified type of 
device at the particular location. 

6.  M-DB-AVAILABLE-CHANNEL-INDICATION: Message that is 
used to return to the BS the list of available channels as provided by 
the database service in the form of channel number, maximum 
allowed EIRP, and availability schedule. 

7.  M-DB-DELIST-REQUEST: Message that allows the BS to request 
the database service to remove the enlistment of a device that was 
associated with that base station. 

8.  M-DB-DELIST-CONFIRM: Message that is used to inform the BS 
whether its request to remove the enlistment of a device that was 
associated with that base station was successfully received and 
executed by the database service. 
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M-DB-AVAILABLE-REQUEST  
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M-DB-AVAILABLE-CONFIRM  
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M-DEVICE-ENLISTMENT-REQUEST (a) 
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M-DEVICE-ENLISTMENT-REQUEST (b) 
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M-DEVICE-ENLISTMENT-REQUEST (c) 
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M-DEVICE-ENLISTMENT-CONFIRM  
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M-DB-AVAILABLE-CHANNEL-REQUEST 
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M-DB-AVAILABLE-CHANNEL-INDICATION  
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M-DB-DELIST-REQUEST 
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M-DB-DELIST-CONFIRM 
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